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Abstract

In this paper, we propose a‘digital audio watermarking
technique in the cepstrum dorhain. We insert a digital wa-
termark into the cepstral components of the audio signal
using a technique analogous to spread spectrum communi-
cations, hiding a narrow band signal in a wideband chan-
nel. In our method, we use pseudo-random sequences to
watermark the audio signal, The watermark is then
weighted in the cepstrum domain according to the
distribution of cepstral coefficients and the frequency
masking characteristics of human auditory system.
Watermark embedding minimizes the audibility of the
watermark signal. The embedded watermark is robust to
multiple watermarks, MPEG. audio coeding and additive
noise. -

1. Introduction

In recent days, there has.been significant interest in
watermarking. This is primarily motivated by a need for
providing copyright protection to digital contents, such as
audio, image and video. Digital representation of copy-
righted materials offers various advantages; however, the
fact that an unlimited number of perfect copies can be ille-
gally produced is a serious threat to the right of content
owners. Watermarking is used for owner identification,
royalty payments, and authentication by determining
whether the data has been altered in any manner from its
original form. -

A watermark must be embedded in the data in such a
way that it is imperceptible by the user. Moreover, the
watermark should be inaudible or statistical invisible to
prevent unauthorized detection. and removal. The water-
mark should also have similar compression characteristics
as the original signal and be robust to any manipulations
or signal processing operations on the host data, e.g., fil-
tering, compression, resampling, requantization, cropping,
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noise, A/D-D/A conversions, ¢tc. The watermark should
also be embedded directly in the data, not in the header,
and be self-clocking for ease of detection in the presence
of cropping and time-scale change operations. The water-
mark should be characteristic of the author, but a private
should not be able to detect the watermark by comparing
several signals belonging to the same author. The signal
should be degraded when the watermark is removed
through any unauthorized means.

Compared to image and video signals, audio signals
are represented by much less samples per time interval.
This alone indicates that the amount of information that
can be embedded robustly and inaudibly is much lower
than for visual signal. An additional problem in audio wa-
termarking is that the human audible system (HAS) is
much more sensitive than the human visual system (HVS),
and that inaudibility is much more difficult to achieve than
invisibility for images [1].

Boney et al. [2] proposed a spread-spectrum approach
for audio watermarking. They used a pseudo-random se-
quence that is filtered in several stages in order to exploit
long-term and short-term masking effects of HAS. Bassia
and Pitas [3] applied a very straightforward time-domain
spread spectrum watermarking technique to audio signals.
They reported robustness against audio compression, fil-
tering and resampling.

In this paper, we investigate a spread spectrum tech-
nique to insert a watermark into the cepstral component of
the audio signal, taking into-account the characteristics of
the human audio perception. Our watermark is a perceptu-
ally inaudible modification of the audio signal, based on
the distribution of cepstral coefficients and the cepstral
masking of HAS,

Section 2 of this paper introduces basics of water-
marking. Section 3 discusses watermark embedding. Sec-
tion 4 covers watermark detection, and our conclusions are
given in Section 5.
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2. Basics of Watermarking

The basic idea of watermarking is to add a watermark
signal into the host data to be watermarked such that the
watermark signal is unobtrusive and secure in the signal
mixture, but can partly or fuily be recovered from the sig-
nal mixture later on if the correct cryptographically secure
key is used.

In order to ensure imperceptibility of the modification
caused by watermark embedding, we use a perceptibility
criterion of some sort. This can be implicit or explicit,
fixed or adaptive to host data. As a consequence of the
required imperceptibility, the individual samples (e.g.,
pixels or transform coefficients) that are involved in wa-
termark embedding can only be modified by an amount
relatively small to their average amplitude.

In order to ensure robustness despite of the small al-
lowed changes, we usually distribute the watermark infor-
mation redundantly over many samples (e.g., pixels) of the
host data. Therefore, the recovery is more robust if more
watermarked data are available for recovery.

In general, watermark systems use one or more cryp-
tographically secure keys to ensure security against ma-
nipulation and erasure of the watermark.

There are three main issues for the design of a water-
marking system.

ISSUE 1: Design of a watermark signal # to be added to
the host signal. Typically, the watermark signal
depends on a key x and watermark information /
into which it is embedded

W= f,(I,x) (1)

ISSUE 2:Design of an embedding method itself that in-
corporates the watermark signal ¥ into the host
data X yielding watermarked data Y.

Y=AX,W) @
ISSUE 3:Design of a corresponding extraction method
that recovers the watermark information from

the signal mixture using the key and with help of
the original data

[=g(x,¥,x) (3)
or without the original data
F=g(t,x) 4

The first two issues, watermark signal design and wa-
termark signal embedding, are often regarded as one, es-
pecially when the embedded watermark is adaptive to the
host signal.
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A generic watermarking scheme for the embedding
process is shown in Figure 1.

Watermark -———l

Datg ~—s Digital Watermarked
watermarking data
-

Secret/public key -----~---

Figure 1. Digital Watermarking Scheme

The input to the scheme is the watermark, the host
data, and an optional public or secret key. Depending on
applications, the host data may be uncompressed or com-
pressed; however, most proposed methods work on un-
compressed data. The watermark can be of any nature,
such as a number, a text, or an image. The secret or public
key is used to enforce security. If the watermark is not to
be read by unauthorized parties, a key can be used to pro-
tect the watermark. In combination with a secret or public
key, watermarking techniques are usually referred to as
secret and public watermarking techniques, respectively.
The output of the watermarking scheme are the modified,
i.e., watermarked, data.

A generic process for watermark recovery is depicted
in Figure 2.

Watermark and/or __
. original image

Test data

Watermark
Coor
Confidence measure

Watermark
recovery

Secret/public key -+

Figure 2. Watermark Recovery Scheme

Inputs to the scheme are the watermarked data, the se-
cret or public key, and the original data or the original
watermark depending on the method. The output of the
watermark recovery process is either the recovered water-
mark or some kind of confidence measure indicating how
likely it is for the given watermark at the input to be pre-
sent in the data under inspection.

Many watermarking schemes employ ideas borrowed
from spread spectrum communications. They embed a
watermark by adding 'pseudo-random sequences of low
amplitude to the host data. The specific pseudo-random
sequences can be detected using a correlation receiver or a
matched filter. If the added pseudo-random sequence is
chosen appropriately, the probability of false alarm is very
low.
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3. Watermark Embedding

3.1 Spread Spectrum Watermarking

Frequency-domain watermarking was first introduced
by Boland et al. [4] and Cox et al. [5], who independently
developed perceptually adaptive methods based on

. modulation. Cox et al. drew parallels between their
technique and spread-spectrum communication since the
watermark is spread over a set of visually important
frequency components.

The watermark consists of a sequence of N samples
w(n) with a given statistical distribution, such as a normal
distribution M0,1) with zero mean and a variance of one.
The watermark is inserted into the signal x(n) to produce
the watermarked signal y(n). Cox et al. proposed three
techniques for watermark insertion

y(#) = x(n) + aw(n) %)
y(n) = x(m)(1+aw(n)) (6)
y(n) = x(m)e*™ ™ )

where o determines the watermark strength, and x(z) is a
perceptually significant spectral component. Equation (5)
is only suitable if the values of x(#) do not vary too much.
Equation (6) and Equation (7) give similar results for
small values of aw(n). For positive x(n), Equation (7) may
even be viewed as an application of Equation (5) where
the logarithm of the original value is used. In most cases,
Equation (6) is employed. The scheme can be generalized
by introducing multiple scaling parameters «fr) so as to
adapt to different spectral components and thus to reduce
perceptual artifacts.

3.2 Complex Cepstrum

Consider a sequence x(n) whose Fourier transfrom is
X(@). As shown in Figure 3, the complex cepstrum ¢,{n) of
the sequence x(n) is defined as the inverse Fourier
transform of C\(@), where

Clo)=lnX(w)=D c,(me”™ (8)

1.e., €(n) is the sequence obtained by the inverse Fourier
transform of In X{ o) [6, 7].

The principal advantage of cepstral coefficients is that
they are generally decorrelated. Besides, high-order
cepstra are numerically quite small and have a wide range
of variances when going from low to high-order cepstral
coefficients [8]. Figure 3 shows a typical distribution of
the complex cepstrum.
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Figure 3. Complex Cepstrum

3.3 Frequency Masking

We can employ a psychoacoustic model to analyze
the audio signal and to compute the amount of noise mask-
ing available as a function of frequency. The masking abil-
ity of a given signal component depends on its frequency
position and its loudness. The encoder uses this informa-
tion to decide how good the input audio signal with its
limited number of code bits is.

The MPEG audio standard [9] provides two imple-
mentations of the psychoacoustic model. Psychoacoustic
model 1 is less complex than psychoacoustic model 2, and
has more compromises to simplify the computation. Either
model works well for any coding layer.

Below is a general outline of the basic steps involved
in the psychoacoustic model.

STEP 1: Align audio data in time. There is one psycho-
acoustic evaluation per frame. The audio data sent
to the psychoacoustic model must be concurrent
with the audio data to be coded. The psycho-
acoustic model must account for both the delay of
the audio data through the filter bank and a data
offset so that the relevant data is centered within
the psychoacoustic analysis window.

STEP 2: Convert audio data to a frequency-domain repre-
sentation. The psychoacoustic model should use a
separate, independent, time-to-frequency mapping
instead of the polyphase filter bank because it
needs a fine frequency resolution to calculate the
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masking thresholds accurately. Both psychoacous-
tic models use a Fourier transform for this map-
ping. The standard Hanning weighting, applied to
the audio data before the Fourier transform, con-
ditions the data to reduce the edge effect of the
transform window.

STEP 3: Process spectral values in grouping related to
critical bandwidths. Both models process fre-
quency values in perceptual quanta to simplify the
psychoacoustic calculation.

STEP 4: Separate spectral values into tonal and non-tonal
components. Both models identify and separate
tonal and noise-like components of the audio sig-
nal because the masking ability for the two types
of the signal is different.

STEP 5. Apply a spreading function. The masking ability
of a given signal spreads across its surrounding
critical band. The model determines the noise
masking threshold by applying an empirically de-
termined masking (model 1) or spreading function
(model 2) to the signal component.

STEP 6: Set a lower bound for threshold values. Both
models include an empirically determined abso-
lute masking threshold and the threshold in quiet.
This threshold is the lower bound on the audibil-
ity of sound.

STEP 7: Find the masking threshold for each subband.
Both psychoacoustic models calculate masking
thresholds of higher frequency resolution than that
provided by the polyphase filter bank. Both mod-
els must derive a subband threshold value from a
multitude of masking thresholds computed for
frequencies within that subband.

STEP 8: Calculate the signal-to-mask ratio (SMR). The
psychoacoustic model computes the SMR as the
ratio of the signal energy within the subband to
the minimum masking threshold for that subband.
The model passes this value to the bit allocation
section of the encoder.

3.4 Watermark Embedding

In our watermark embedding scheme, the watermark
is spread over several cpestral components so that the en-
ergy in any component is very small and certainly unde-
tectable. Spreading the watermark throughout the audio
cepstrum ensures high security against unintentional or
intentional attack. The watermarked signal does not pro-
duce any perceptual distortion.

Let us assume an audio signal of NV samples x(#) and a
pseudo-random sequence w{n). The watermarked sample
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¥(n) is represented as
y(m) = f(x(n), w(m)) ®

where f{-) is a function to embed a watermark, In order to
embed a watermark in the complex cepstrum domain, we
modify Equation (9) as

¢, (ny=c (n)+awn) (10)

where c¢,(n) is the complex cepstrum of y(n). We can view
multiple scaling parameters « as a relative measure of how
much one must alter w(n) to change the perceptual quality
of x(n). A large value of & means that one can perceptually
"get away" with altering x(#) by a large factor without
degrading the docurment.

3.5 Multiple Scaling Parameters

A single scaling parameter & may not be applicable
for perturbing all values of x(n), since different spectral
components may exhibit more or less tolerance to modifi-
cation. Therefore, we can use multiple scaling parameters
a (n).

In order to define multiple scaling parameters, we ex-
ploit the distribution of cepstral coefficients and the fre-
quency masking characteristics, described in Section 3.2
and Section 3.3. When the difference between adjacent
cepstral coefficients is small, the watermarked signal can
be noticeably different from the original signal, In order to
obtain the first scaling parameter, we exploit the wide
range of variances when going from low to high-order
cepstral coefficients. We define the first scaling parameter
as

a(n)=c¢, fora(n)—an-1)>y

=0, for a(n)—a(m-1)<y (1)
where yis a threshold value.

In order to take advantage of the frequency masking
characteristics of HAS, we compute the cepstral signal-to-
mask ratio of a signal from the corresponding cepstra. We
define the second scaling parameter as

a,(n) =1+ Cepstal Signal-to-Mask Ratio (12)

Figure 4 shows the cepstral signal-to-mask ratio.
Finally, the multiple scaling parameters are defined as
multiplication of two scaling components

a(n) = o (n)a,(n) (13)

and, the watermarked signal in the complex cepstrum do-
main is

c,(n) =c,(n}+a{n) w(n) (14)
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Figure 4, Cepstral Signal-to-Mask Ratio

Figure 5 shows the watermark insertion process. @ corre-
sponds to the embedding algorithm and ® to the weighting
of the watermark by the information of the human auditory
system. R
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Figure 5. Watermark Embedding Algorithm

4. Watermark Detection

To verify the presence of the watermark, we measure
the cross-correlation between the recovered watermark
w¥(n) and the original watermark w(n). The cross-
correlation is defined as

r(m) =3 w* (mywin + m)
" (15)
= a(mywimyw(n+m), 0<Sm<N-1

where

W)=, (1)~ e, (1) = a(n)w(n) 16)

Ideally, a pseudo-random sequence should have an
autocorrelation function that has correlation properties
similar to the white noise [10]. We define the watermark

detector response as

d =max|r(m)|, 0 Sm< N -1 (17)

4.1 Uniqueness of Watermark

Figure 6 shows the response of the watermark detec-
tor to 1000 randomly generated watermarks. This figure
demonstrates that only one match of the watermark is pre-
sent in the watermarked signal. The watermark detector
response due to the correct watermark is very strong re-
lated to other responses to incorrect watermarks, suggest-
ing that the algorithm has a very low rate of false alarm,

-

Unigueness of Watermark
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Figure 6. Uniqueness of Watermark

4.2 Robustness to Multiple Watermarks

Figure 7 shows a watermark detector response after
four successive watermarking operations, i.e. the original
signal is watermarked, the watermarked signal is water-
marked again, etc. This may be considered another form
of the attack and we can expect that significant signal
degradation eventually occurs as the process is repeated.

On the other hand, there are many instances where it
is useful to add multiple watermarks to a signal, For ex-
ample, there may be multiple authors for a piece of music,
each with his’her own unique identification. When we
detect a specific watermark, the other watermarks are con-
sidered to be noise. '

Figure 7 shows the response of the detector to 1000
randomly generated watermarks, including four water-
marks present in the audio signal. Four spikes clearly indi-
cate the presence of the four watermarks, This result dem-
onstrates that successive watermarking does not interfere
with the watermark detection process.
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r Mutiple Watermarks
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Figure 7. Detection in Multiple Watermarks

4.3 Robustness to MPEG-1 Audio Coding

Robustness of the watermark technique described
above, has been tested using Layer I coding of the
MPEG-1 audio standard (MP3). Several signed 16-bit
stereo 44,100 Hz watermarked signals were encoded at
several different bitrates. The watermark survives through
the encoding-decoding process, as shown in Figure 8.
Watermarking detection after decompression indicates a
slight increase of the watermark detector response.

MP3 Coding
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0.1
0.05

Watermark Detector Response

1 97 193 289 385 481 577 673 769 865 961

Random Watermarks J

Figure 8. Detection in MP3 Coding

4.4 Robustness in the Presence of Additive Noise

Robustness of the proposed watermark algorithm was
studied under additive noise conditions. Figure 9 shows
the response of the watermark detector for the water-
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marked signal containing additive noise. Figure 9 indicates
a slight decrease of the watermark detector response.

In the Presence of Additive Noise
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Figure 9. Detection in Additive Noise

5. Conclusions

In this paper, we propose a new algorithm for digital
audio watermarking in the cepstrum domain. We insert a
watermark into the cepstral components of the audio sig-
nal using a spread spectrum technique. Qur watermarking
scheme exploits the distribution of the cepstral coefficients
and the cepstral signal-to-masking ratio. Our watermark is
imperceptibly embedded into the audio signal and easy to
detect by the author due to the correlation properties of
pseudo-random sequences. Our results show that our wa-
termarking scheme is robust to multiple watermarks, lossy
coding/decoding and additive noise.
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