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Abstract

Context and context-awareness have been central
issues in ubiquitous computing research for the last
decade. Advances with regard to context acquisition
and activity recognition allow interesting small scale
applications. However in larger systems including
many sensors and actuators and spanning multiple
administrative domains are still remain as unsolved
central issues. Particularly, in the areas of reasoning
and context-fusion there are many open questions. In
this paper we motivate large scale context-aware
systems that have support for the full life cycle using a
prototype that was implemented and tested. We then
describe in detail the underlying architecture which
supports dynamic context-aware systems and includes
mechanisms for context fusion and reasoning. Also, we
propose a new approach for evaluating context-aware
systems. The approach is an adapted expert
evaluation,; well known in the user interface domain,
but using a carefully selected set of heuristics
specifically targeted at context-aware systems.

1. Introduction

Context-aware systems have been a research focus
in ubiquitous computing since its very beginning [12].
Many systems have been developed in the research
community using various sensors and acting on
different contexts. However outside the research
laboratories, context-aware systems have had little
impact, with the exception of location aware
applications. Location-aware applications (e.g. in car
navigation) and location based services prove the
usefulness of the overall concept as the first real
commercial context-aware applications. Nevertheless,
many issues with regard to more generic context-aware
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systems beyond laboratory scale are still unso
particular the life-cycle support of conte;
systems (simulation, installation, debuggmg,
maintenance, adding new entities, removing
entities, and upgrading system componen
received little attention. These issues need to by
addressed on an architectural level to provide generis
solutions. In this paper we will introduce a new
open architecture for context-aware systems th
provides mechanisms to solve these problems in

Advances in context-aware computing have
published in the area of acquiring activity and co
information using various sensors [2], [15].
research indicates that for given situations it is pos
to create sensors and recognize subsystems
provide context information to a ]arga
Looking at the development cycle, it is of in _
support the simulation of context reeognitim. A
indicated in recent work on prototyping [3], hat
manually simulated sensors can ease the carly ph ase
of development of context-aware systems. Simi
improvement in sensors and recognition aigorithms
common and hence a system has to provide
changes on this level. :

When designing and developing context-a
systems and architectures, one central issue is to )
that the presented solution is appropriate and that
fulfills the criteria set. In the literature, sev
approaches can be found that evaluate the suitability
a solution. Often the argument is made that the
architecture was successfully applied to one or more
projects, e.g. [1]. In our view, this is not necessarily
good measure of the quality as it is usually not
how much a specific solution relies on the presented
architecture and where the clear benefits in
development and deployment were. Another common
approach is that researchers compare their approach to



“a set of metrics they have chosen and potentially to
- gsimilar systems published. This has the problem that
there is always a bias, as the persons comparing the
 systems have much more insight in their own solution
than in others. In this paper, we propose a novel
- architecture for context-aware computing systems and
- a new approach for evaluating context-aware system
architectures. We use a modified heuristic evaluation
- process, which is well known in the domain of user
interfaces, as means for evaluation of our approach.

- The paper is structured as follows. In section 2, we
- present a prototype of a large scale context-aware
~ system. In section 3, Context Integrator, the underlying
~ context architecture is described. The evaluation of the
~ architecture for context-aware systems is discussed in
section 4. We report our findings of this case study and
provide lessons learned for using heuristic expert
 evaluation for architectures.

2. Prototype of a Large Scale Context-
Aware System

- To explore issues related to large scale context-
aware systems, the prototypical system was
implemented and some parts are shown in Figure 1.
The prototype is a context-aware building including a
number of real and simulated sensors as well as a
number of real and simulated actuators. We focused in
the implementation on three different sensors: a
~wearable activity sensor, environment based status
- sensors, and an identity, PIM and interaction sensor on
a mobile device. These sensors were implemented as
real physical functional components as well as in
simulated components. Having simulation as basic
concept allows development before a real environment
" can exist. This is in particular interesting when
developing context aware systems for new
environments that do not exist. Since the context-aware
-~ software can be developed for where the software is
required before the environment is ready. For example,
- while a new building is physically built, the software
~ can already be developed and tested in simulation so
' that when the building is finished the tested software
 can be put to use.
The real input components have been implemented
' as typical representative of sensors we expect in a large
- scale context-aware system. The wearable activity
sensor (ParticleExtractor) detects 3 axis acceleration
- data for a user’s activity and posture, similar to the
work described in [2]. Additionally it senses
. environmental data, such as sound, force, temperature,
- ambient light. As environment based status sensor, we
'~ implemented a component that runs on a PC and uses
the login and Skype states as  input

(UserStatusExtractor). It show a typical sensor where
basic information in the system is detected (here the
user’s state) and meta information is added (in this
case the location and id of the PC) and handed onto the
context-aware system for further processing and
context recognition. An application on the mobile
phone acts as an identity sensor, personal information
management sensor and explicit control devices. It is
assumed that the user manages her personal data
(profile, schedule) on this mobile device. The sensor
information is communicated via Bluetooth when a
new environment is encountered; the level of detail
(identity only or the whole schedule) is specified in the
application. Providing this information to the system
allows implicit interaction [9] with the environment.
Additionally, the mobile phone application offers
explicit controls for building environment (light,
heater, and door).

(b) (c) (d)

Figure 1. The prototypical system. (a) The output simulator for a
large building implemented in Flash(ubiBuilding), (b) A wearable
device that acts as human activity sensor and environmental sensor,
(c) An extended Skype messenger which acts as a status sensor,
(d) A mobile phone running the ubiMobile application.

The real output component can be any component
in a real building system which can be controlled
electronically, e.g. door locks, heating, shutters or
lightning. In the prototype these are not implemented
vet. For each real sensor we implemented a simulated
counterpart that offers the same interfaces as the real
sensor. The only difference is that the values are not
sensed but selected in graphical user interface (GUI).
These virtual sensors create context by clicking buttons



instead of converting context from data detected in real
Sensors.

The simulated output component is ubiBuilding
Simulator which is a building simulation system
implemented in Macromedia Flash, shown in Figure 1
(a). It simulates a full scale building which comprises 5
floors of 19 rooms with in total of 41 actuators (9 door-
locks, 19 lights, and 13 heaters).

The central process of the system is context fusion
module and computation engine. These central
components are described in the next section in more
detail.

3. A new architecture for context
integration

Different architectures and middleware systems to
support context-aware systems have been developed
over recent years; examples from different domains
include the Context-Toolkit [8], the TEA context
acquisition architecture [11], and the JCAF
middleware [1]. Even though there have been
advances, especially improving the separation of
concerns, many issues with regard to large scale
context-aware systems are still unsolved. Central
concerns for designing, developing, deploying and
managing context-aware systems need to be addressed
on an architectural level to provide generic solutions.
In this section, we introduce a novel architecture for
context fusion and reasoning designed for large scale
context-aware systems.

3.1. Describing Context: SW1H

The representation of information, ranging from
sensor reading to context and to actuators commands
influences the design of context-aware systems. In
literature, different approaches such as key-value-pair
[13], feature spaces [10], ontologies, and structured
representations such as SW1H [4] have been proposed.
The architecture described in this section uses the
5W1H context representation as its basis.

The 5W1H Context is the structured format, where
context is expressed as its components with regard to
Who, What, Where, When, How, and Why. We used
this representation to provide a user centric view of
context which is appropriate for the anticipated
systems we want to support with the architecture.
Using the 6 questions and structuring information
gathered by sensors accordingly, allow us to accurately
represent the user’s situation as it can be observed by
sensors. In addition this context representation can
reduce the management and provision of context
according to individual services.
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3.2. Context Integrator Architecture

Context fusion and reasoning are the cel
functionality provided by the Context Integrator, whic
is a novel architecture for context-aware systems.
architectural overview is shown in Figure 2.
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Figure 2. The architectural overview of the Context Integrator.

The Context Object Analyzer collects conts
(preliminary or final alike) periodically from va
kinds of sensors which are placed in the same a
area. The Context Repository stores and manages |
history of the integrated contexts. The Prelimina
Context Fusion module integrates the inputt
Preliminary Contexts as an integrated 4W1H conte
according to characteristics of each sub-context
4W1H (Who, What, Where, When, and Ho
Preliminary Context (PC) expresses the fe:
information and sensor description. Integrated Cont
(IC) forms the complete SW1H context generated
Context Integrator which additionally includes
inferred intention using the context inference en
The Context Inference Engine reasons the °
component of the context (intention) by using the
result of the Preliminary Context Fusion module. It
contains a knowledgebase which consists of facts
rules that describe the behavior of the system. Fin
the Integrated Context Generator combines all
components into a SWI1H Integrated Context. This
contains information, such as user’s identity, location,
activities, behavior, patterns, and intention.

The Context Integrator is designed to provide
information fusion on different levels and support
fusion of sensor data from various sources. This results
in a system that accomplishes symbolic context fusion.
Fusion on raw data level is considered as a part of
sensor internals. By classifying and fusing according te
the user (‘Who’ dimension), a user-centric context
integration is supported. ;



The Context Integrator has built in mechanisms for
of contexts in particular in the context fusion
. The reuse occurs in the inference chain which
s the reasoned result of the previous step. With an
increasing number of inference steps, higher-level
context can be created. This is the mechanism used to
detect intention (‘Why’ dimension). Additionally the
reuse is achieved by updating and using recorded
contexts in the context history which are held in the
Context Repository.

The generic behavior and functionality of a specific
context-aware system based on the Context Integrator
is specified by rules. Changes and reconfiguration of
the system by a developer or maintainer are done by
adding, deleting, and modifying rules. For simplicity,
these rules are specified in plain text and
reconfiguration just requires a text editor. Hence
changes to the overall system behavior do not require
' changes in any source code in Context Integrator. The
Context Inference Engine is implemented on top of
JESS (Java Expert System Shell).

Support for authentication can be added to the
. Context Integrator. It can be specified that contexts are
only taken into account for certified and authenticated
users. To maintain privacy, the user has control of
what information can be gathered by the sensors.

3.3. Explanation and Accountability

To make it feasible for developers and operators to
understand how and why a system is performing
cerain actions, a component for explanation was
added. In the prototype this was also implemented in
Flash to allow easy changes and provide more options
for visualization. The example shows the intention
output message which describes the user’s current
intention with her current activity as a point of view of
an outsider. For easy debugging to developers, the
weighting factor to the current output is calculated and
the previous information (activity, location, number of
persons) is revealed, as shown in Figure 3.

4. Heuristic Evaluation

Architectures

of Context-

Evaluation of architectures and middleware is a
topic that is often discussed and regarded as very
difficult [14]. Especially in application driven research,
finding appropriate means for assessment of quality
often leads to disagreement between experts whether or
not a system is appropriately evaluated. Our approach
1s an adapted expert evaluation that is successfully
used in the domain of user interfaces evaluation [6],
[7]. It has been extended to ambient displays, a special
type of output user interfaces, as presented in [5].

Table 1. Eleven heuristics.

[Sensors, services, and applications should be

H-1: i
1: Separation of separated. Changes in one of these components

Concerns should be independent of the others.

[H-2: Flexibility and The aq?proach’shm]d be flexible and open to
allow integration of (virtual) components and

Openness change of components. The system should be
jopen so that other components (not related to the
joriginal system) can be integrated.

[H-3: Scalability The complexity of the system should dependent

jon the number and complexity of rules and it
should be independent of the number of sensors
fand actuators as well as of the number of users.
Distribution of the components should not
influence the overall performance.

The approach should support the reuse of context
information and contextual data previously

IH-4: Support for Reuse

lacquired (context-history). Components
developed for one application should be reusable
lin others.

The system should support the whole
development and deployment cycle. Here in
development, debugging  particular debugging and error tracing should be

fand deployment supported.

H-5: Support during

[The system should provide clear explanations on
how the system behaved and why it behaved in
this way. It should offer information that makes
users possible to understand actions taken by the
system. Actions in the system should be traced
back to the context or person that initiated them.

[The system should support security and privacy.
Means for authentication and encryption should

IH-6: Explanations and
IAccountability

IH-7: Security and

[Privacy be offered. Security and privacy should be
provided at architecture level. It should be

ssible to restrict services to certain users.
[H-8: Reliability The operation of the system should be reliable

fand reflect the intention of the users and system
designers. The same situation should result in the
same behavior,

The system should be designed and built in a way
at there is always a match between the context-
ware system (the state observed by the system)
jand the real world. Changes in the real world
should have an immediate effect in the context-
aware system.

Users should have means for manual overriding
decisions taken by the system based on context
information. ;

The system should be easy to configure, re-
configure and manage when deployed. It should
be possible to easily change and adopt the system
behavior during runtime.

IH-9: Match between
context-aware system
jand the real world

IH-10: Manual override

H-11: Reconfiguration
land Management
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4.1. Heuristic Evaluation of Context-Aware
System Architectures



The basic idea of an expert evaluation using
heuristics is to have a small number of experts (4-6)
assessing a system based on a set of heuristics, as
shown in Table 1. The experts are required to be
knowledgeable in the field of the domain (in our case
with context-aware systems). The experts performing
the evaluation should not have an in-depth knowledge
of the system. This excludes all people working on the
project as expert evaluators. For each heuristic they
assess the system and look whether or not the heuristic
is violated. When they find issues that are violated they
rate the severity of the problem on a scale of 1 (minor
problem) to 5 (imperative to fix). During the design
and development process, however the heuristics can
provide very valuable guidance for the project team.

There are significant differences in evaluating user
interfaces and system architecture or middleware. The
difference is that the functionality of the user interface
is visible and must be usable on the basis as presented.
In contrast system architecture and applications based
on it are less visible and hence not clearly assessable
by observation. In our approach for a heuristic
evaluation we therefore suggest that the reviewers are
provided with the working system, the documentation
and applications for the system. They then get an
introduction to the system. Reviewers familiarized
themselves with the heuristics and the system. The
project team was available for questions.

4.2. Case Study: Evaluation of a novel Context-
Architecture

To improve and evaluate the above described
context-architecture, we performed a heuristic
evaluation. All expert evaluators had experience with
designing and developing context-aware systems. 4
had a master degree in computer science or a related
field and one held a PhD. None of the experts was
involved in the design or development of the system.
The experts spend on average 1.2 hours for the
evaluation. During this time they could communicated
with a member of the project team if they needed
clarification. After completing the review they
provided the detailed description of heuristics violated
and rated the severity of each violation individually.
Additionally the evaluators were asked to give general
comments about the system that was evaluated and
about the evaluation process. In the following
paragraphs we discuss the 4 most criticized heuristics.
In Figure 4, the accumulated severity ratings for all
heuristics are depicted.
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H1 H2 H3 H4 H5E H6 H7 HI HO N
Heurstics

Figure 4. Analysis of Heuristic Evaluation [the accum
ratings].

The heuristic H-7 was seen violated by 4 o
5 experts; where 2 saw it as significant and 2
problem. Security and privacy have been an i
the project team but never became prominent
the architecture. From a viewpoint of the a
these are add-on feature, however given the
from the evaluation this is a point to be reconside
the next iteration of the design.

The second serious problem was related to H-5
especially to issues related to debugging. This
very surprising for the project team, as supporting
life cycle was one of the central aims when desig
the architecture. We assumed that providing
explanations of why events were generated and why
actions were taken, as depicted in Figure 3, would
sufficient to support debugging. However the experts
saw this only as a starting point and suggested more
advanced functionality to be added (e.g. history trace).

Also the problem addressed by 3 experts but with
lower severity was H-3. Without an in-depth
knowledge of the context-processing (rule engine) it is
difficult to see what effects a large number of sensors
and actuators will have. This indicates that for a further
version, scalability needs to be ensured by figures
either based on simulation with a large number of
components or by formally analyzing and describing
the internal processes of the Context Integrator.

2 experts indicated that H-11 is violated, in
particular they stated that creating and editing rules is
very difficult due to the use of plain text rules. The
intention of the project team was to use a format that is
easily exchangeable and can be created with various
editors (for further work a GUI-based editors for rules
is included). The criticism indicates that the priority for
developing such a GUI component should be
increased.

In the general comments, one expert reviewer
addressed the use of templates in combination with



rules to improve reconfiguration. Additionally he also
raised issues for the need of policies for dealing with
context history information. In the comments that
relate to the evaluation process, the reviewers found it
m parts difficult to relate them to the concrete issues in
the architecture they evaluated. This experience is
similar to doing heuristic evaluation in user interfaces,
here often the problem of addressing the concrete
issues based on abstract heuristics arises, especially if
people have not done expert evaluations before. The
selection of heuristics was discussed in the comments;
however it appeared that the heuristics stated were
useful, the evaluators suggested that there may be more
heuristics than need to be assessed. This is a trade-off
for this type of evaluation. One comment indicated that
the heuristics may be viewed and evaluated from
different viewpoints, e.g. from a user’s perspective and
from a developer’s perspective. This appears as an
interesting issue for following evaluations.

~ 5. Conclusion

In this paper we have introduced Context Integrator,
a novel architecture for context-aware systems. The
proposed architecture has been used to develop
prototypical systems. Its central component is a rule
based system that creates a system behavior based on
contexts detected. Using rules as the basic means are a
.~ flexible way to change and manipulate the system
behavior during all phases of the life cycle of a
context-aware system. The central advantage for large
scale context-aware systems is that a change in
behavior can be introduced at run time by adding,
changing or deleting rules.

We presented in a case study our experience with
using a modified heuristic expert evaluation for
context-aware system. Based on 11 heuristics which
we have proposed, we experience very valuable
feedback for the project and a critical evaluation
providing new insights that would have not been
gained within the project team alone.

Currently we are further developing the Context
Integrator architecture to fix issues that have been
found in the expert evaluation. Additionally we further
assess projects on large scale context-aware systems
where the developed system can be applied.
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